he flood that engulfed Bosnia and Herzegovina, the Republic of Serbia and the Republic of Croatia in 2014 imposed a need to establish a more efficient system of command and control over involved units and departments. The complexity of the situation, as well as the composition and cooperation between various forces in the field gave rise to consider the applying of modern systems of command and control. The paper presents the basic characteristics of modern information system of command and control that are currently in use in the armed forces and civilian power structures of developed countries. Using historical method and the chronology is seen development of Blue Force Tracking, Tactical Ground Reporting i GeoSuite systems. By analyzing and comparing these systems we have come to conclusions on their advantages and disadvantages. At the end, there are the suggestions for the development of its own system.
Introduction
atural and other catastrophes and accidents, by the damage they do and casualties they cause are a big threat to the security of a state. One of the tasks of modern armed forces worldwide is to assist civil authorities in responding to natural and other catastrophes and accidents, 1 or providing assistance in cases of large-scale natural disasters, in which human lives, environment and material goods are endangered 2 . When implementing this, task units of the armed forces on the ground cooperate with the forces of civil authorities (civil defense, police, rescues services, and so on) as well as the specialized units of foreign countries. Directing and coordination of all these elements in the field is difficult because of the different organizations of the same, but also because of the specifics of the task.
The system of command and control allows commanders and leaders to execute assigned mission and tasks and, in the same time, enables them to get an insight into the situation and capabilities of subordinates. The success of the work of commands, among other things, to a large extent depends on the knowledge status and their own units' disposition. This is achieved by the control, i.e. through its key elements: information, communication and structure. Effective communication is the basis of achieving effective command and control. Communication allows for the delivery and sharing of information within the structure. The information flows vertically (within the chain of command) and horizontally (among subordinate, adjacent, supporting, and supported units). 3 Particular contribution in these situations provides geospatial intelligence elements. Geospatial intelligence provides a wide spectrum of support to decision makers and units on the field, ranging from the estimate of the situation on the ground, assessment of weather and soil conditions, to monitoring and coordination of the activities of armed forces and civilian authorities units. Geographic information systems, systems for monitoring troops on the ground and various types of simulations that were until recently the privilege of the armed forces in combat, nowadays may find its use during emergencies.
On the other hand, some of the commercial technologies were used for increasing the operational efficiency of the US Army at the beginning of XXI century. The aim was to enable the sharing of information and improve cooperation between units at the tactical level that had a need for updated information by superiors and neighboring units with the aim to enable them to successfully complete its task. This concept is called ''edgeenabled system''. It is designed for users who do not have access to ''thick-client terminal'', which are actually the soldiers on the ground.
In this way the soldiers in the field have been given access to relevant information, but also the obligation to collect them and report on them. They are collectors and users of information. In this system, the data is not necessarily tied to any device or platform, but they can be accessed from any device that is connected to the system, so called "cloud storage". Also, the system can be adjusted by offering different configurations, settings, applications or themes so that it can respond to different needs. Thus, similar to the ''smart'' phones that use the Android or similar operating system. US Army conducted the adaptation of new systems for its own needs, and to enable better horizontal and vertical communication through the system of command and control.
Soldiers in war environment face rapidly changing, highly flexible and everywhere present enemy. Decentralization of the chain of command is essential for performing the tasks which focus on the mission, and these systems are coming to meet their needs. 4 The situation is similar with a variety of services that are involved in emergency situations such as natural disasters.
Blue Force Tracking -BFT
In the late eighties and early nineties of the last century there has been a rapid development in the field of computer science. Innovation and continuous improvement of software and hardware caused huge changes in the World over the last three decades. The armed forces of the United States took advantage of advances of this technology. Based on the experience of the Gulf War 5 they decided to carry out the integration of this computer technology into their units. US Army began work on the program FBCB2 6 in 1994, along with the institutional and operational reorganization. 7 Development of Global Positioning System (GPS) during the penultimate decade of the twentieth century, has allowed commanders and soldiers at all levels of command, accurate and timely information about their position in space. They immediately recognized the significance of information about the locations of subordinate commanders, neighbor and opponent units. The aim was to create a command and information network system that will enable the units on the battlefield to get situational awareness in real time on the issues: disposition of friendly and enemy forces presented on operational maps and graphs, as well as orders and requests from the command and control chain. FBCB2 used GPS transceivers that are located primarily in the brigade and lower levels mobile command posts. Information about units' location has been delivered to other units via radio network -Combat Net Radios. Locations of vehicles are displayed on a digital map which 5 Sand storms disabled accurate location determination and discerning between friendly and enemy elements. 6 Digital command system Force XXI Battle Command Brigade and Below (FBCB2). 7 is set in computers in vehicles. 8 Also, the soldiers were able to find in their maps information about the enemy (that update intelligence authorities), the operational borders and restricted areas. FBCB2 enabled sending text messages, orders and requests for combat support. 9 When the Army deployed to the Balkans, however, it discovered that the mountainous terrain and relatively thinly deployed patrol vehicles in Bosnia and Kosovo imposed significant limitations on a tactical internet using ground-based line-of-sight radios. To overcome this, FBCB2 was adapted to communicate over commercial satellites using transceivers bolted to the tops of vehicles. This configuration came to be known as "FBCB2-Blue Force Tracking" or "FBCB2-BFT" 10 (commonly called "BFT") to distinguish it from the original FBCB2. The Army units equipped with BFT were able to answer the three critical questions -"Where am I? Where are my forces? Where is the enemy?" -with previously impossible speed and accuracy, even when spread over vast distances. 
FBCB2 JCR/BFT2
12 is enhanced by technology FBCB2/BFT which enables interoperability between the US Army and the US Marine Corps. FBCB2/BFT came into use among the units that are in Afghanistan in October 2012. Improvements include renewed hardware and software; the more improved and faster satellite connection and additional security devices for communications and cryptographic data protection. 13 It is used to send information and notification by the brigade unit level toward subordinated elements and to exchange data about location and direction of movement between the elements in combat with the aim of synchronizing operations and reducing fratricide. The good sides of the BFT: -It allows commanders quickly, accurately and very effective command and control of subordinate, but also cooperation between neighboring units in the field.
-Cooperation between units is increased ( fig. 2 ). Commanders and leaders at all levels command have the same access to information via computer and they know where theirs superior and subordinated units are at any moment. -Commanders can issue immediate orders to fire and logistical support to subordinate units due to accurate knowledge of the location of subordinates and enemy units.
-Avoiding of fratricide. Although there are systems to identify enemy vehicles 15 and units, BFT has a significant role to avoid friendly fire.
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-All of the above increases self-confidence and strengthens trust between units in the field and their leaders.
Disadvantages of BFT are: -Inability to update the location of enemy forces by units in the field.
-Disabled intelligence databases access due to the security of classified information. This disables the creation of accurate and timely picture of the opponent's positions and intentions.
-Lack of tools for planning and monitoring achieved in regard to planned.
-Necessity of increasing the flow of data through satellite communications.
-Inability to support the lowest infantry tactical elements in counterterrorism and insurgent activities. (The system works only in vehicles. There is no possibility that would be carried by the infantry dismounted warfighters.) -Errors in determining the location on the ground and temporary errors. It is anticipated that the JBC-P 17 replace JCR during 2014. The new platform allows communication between infantry units, vehicles, aircraft and senior staffs by exchanging voice, data and image over large distances. The new interface is based on the experiences of soldiers from the battlefield. JBC-P includes ASCOPE 18 option that allows commanders planning operations, estimate of the situation and risk mitigation. Perhaps the most important is to enable the exchange and use of data from the Tactical Ground Reporting System. Teams and platoon leaders get mobile network device that connects to the system via the Network Services Gateway (NSG). 16 During the major combat phase of Operation ''Iraqi Freedom'' only one soldier was killed due to direct friendly fire.On the other hand, during Operation ''Desert Storm'' by direct friendly fire were killed 35 soldiers, and 72 wounded.
17 Joint Battle Command-Platform (JBC-P TiGR breaks from the traditional hierarchical, bottom-up filtered information flow of reporting, and instead builds on the successes of direct peer-to-peer collaboration. 20 Its collaborative environment provides a unique multimedia solution using graphics, high resolution imagery, line of sight tools, and a searchable database to support the full spectrum of operations. Of particular importance is its role in planning, preparations, assessments and execution of tasks. Data submission network is sufficiently flexible to respond to challenges at the tactical level. 21 Good sides of TiGR system are: -Allows an insight into the situation on the ground through a visual display unit placement in the field and at all levels of command.
-Support of all types of combat systems and units.
-Enhanced information flow between the company commanders and platoon commanders.
-Full cooperation in the field between the lower tactical units, the basic tactical units and operational centers.
-It is designed to be used around the world.
-Information distribution network is compatible with various command and control tactical network systems, which include receiving and exchanging data.
-Mapping is done using Web Mapping Service (WMS), which provides access to high-resolution graphs.
-The ability to record current operations and their storage in the database, as well as the possibility of using them for after-action analysis.
-Possibility of adjustment and adaptation of the user interface depending on the needs and personal experiences.
-To use the application you need to conduct a short-term training. Training for the use of applications takes 30 minutes due to the simplicity of the application and the previous user's knowledge. 22 Unit commanders on the ground have had very positive experiences with TiGR system. 23 The problems are mainly related to security issues: -Not all of the soldiers on the battlefield have the same level of access to classified information.
-User authentication.
-Risks that involve transferring data wirelessly.
-The issue of crypto protection.
The TiGR architecture consists of clients, mobile servers, edge servers, and core servers. 24 Core servers are located in large bases with reliable facilities including good network connectivity. They are home to search information for all content created in a theater of operation. Edge servers are typically located in smaller forward operating bases. These servers provide local content and also serve as a conduit through which content is obtained from the other servers in the network. Mobile servers are placed in command vehicles which enable the constant data flow. The clients use stationary and mobile computers with browsers.
Fig. 4 -Sample TiGR logical network25
TiGR interface is based on geographic maps. The interactive display allows commanders quick overview of information related to the field, events, residents and facilities with the aim of effectively and timely disclosure of information before, during and after the execution of the task. Visualization of information with topographic maps and GPS positioning in real time provide fast and accurate view to software users.
The simple interface is based on a system of menus and tabs close to the young generation of soldiers they have on their laptops and smart phones. There are five tabs: Search, Create, Forums, Messages and Profile.
For TiGR system's users in the field, General Dynamics has developed a robust GD300 tactical computer. Through various radio and satellite systems, it connects the soldiers in the field with the command centers and allows communication at great distances. 26 27 GD300, Sunrise, FL, General Dynamics Itronix, visited the day: 14 March 2015, http://www.infotim.com/resources/files/pic/GD300.pdf applications with the radio AN/PRC-154 and GD300 tactical computer were delivered to 75 th Ranger Regiment, which was deployed to Afghanistan at the beginning of the 2012th. 
GeoSuite
GeoSuite is a multimedia system that allows data collection, reporting and sharing of information to its users. The system is designed to TiGR system, that is suited for commercial use. It is especially designed for users at lower levels of the hierarchical chain, such as police officers, lifeguards, field operatives and volunteers. It is designed for better awareness of the situation on the ground, easier cooperation and sharing of information between the users and the analysis after the execution of tasks and missions. 30 GeoSuite can be installed on all devices that have Windows or Android operating systems as the basis. It assists senior staff in the planning, coordination and cooperation in the highrisk events such as political meetings, parades, sports events, convoy escorts, and so on. There are several software versions of GeoSuite, which allows its use in command centers, 31 vehicles 32 or field officers. 33 Mobile devices and computers equipped with software GeoSuite are connected wirelessly to a centralized secure server. It serves for the storage: information gathered by field officers, data collected through sensors and cameras, and features a complete history of information, orders and instructions of operational centers.
Main features and capabilities of GeoSuite software are: -Provides critical information to the users on the ground; -Allows the cooperation between the personnel on the ground, dispatchers and command centers; -Current announcements -Service members can automatically receive text or e-mail notifications, which are classified by keyword, data, sites or other parameters; -Information sharing -Using geo-referenced information, the service members can inform colleagues about upcoming activities; -Cooperation -More services can receive text and e-mail updates about criminal or suspicious activities from sensors that can be customized by the user; -Multimedia content -Pictures, video and live image transmission available with different types of cameras, motion sensors and other sources that can be saved and stored; -Currently determine location -Using GPS, the service members can determine their location and locations of their collaborators on the ground in real time;
-Maps -Through GeoSuite they can access to geographic maps and cartographic services that are on the Internet; -Continuous operational -Access to databases is possible when the wireless network connection or battery power temporarily disabled; -Very suitable for the execution of tasks -from local and global; -Training for users is carried out for 90 minutes. 30 GeoSuite, Scottsdale, AZ, General Dynamics Mission Systems, visited the day: 14 March 2015, http://www.gdc4s.com/geosuite. 31 GeoSuite Command: It is the server-based software that resides within the confines of relatively stable and established operation centres. 32 GeoSuite Platform: It is the vehicle software that conforms to the needs of the varying operating systems that reside within vehicle platforms. 33 GeoSuite Handheld: It is the mobile software application that can be downloaded to a majority of handheld devices. As a simple application, users receive the full value and power that is GeoSuite and can interact with others in platforms or command centres.
GeoSuite software is used by some of the police and firefighter units in the United States. Through this system, these units are associated with operational centers for emergency situations, detachment of national security and anti-terrorist information centers. In this way, the participants of the system are aware of the arrangement of the various units in the field. Also, it is possible to gain insight into the current and ended incidents by priority engagement, gain insight into the video surveillance footage set in public places and access archived photos. Perhaps most important, it allows an exchange of data between different units in the field in real time.
Conclusion
During the initial experiments with FBCB2 in 1995, location determining and command and control are drastically improved. Compared with the orders that are transmitted by radio and paper topographic maps, the transition to the new system was interpreted as a transition from black-and-white images on a live color image of the highest quality. With FBCB2 soldiers knew the exact location on the land in real time. Although they were in the desert with no roads, in the middle of a sandstorm and completely blinded, they were able to see the icon of your own vehicles moving on the digital topographic map or photograph. In the same way, they knew the position of the rest of the unit and the other friendly units without reading topographic maps, using radio communication and stopping unit to determine location and perform unit's alignment. If the intelligence staff has done a good job, then the information about the enemy was also shown on the screen. 34 With the supply of the TiGR system all of mentioned benefits became available to the soldiers and leaders of the units at the end of the chain of command. A huge advantage is that the decision-makers have enough time to make decisions. Military technology is often turned into commercial flows and becomes available to civilian part of the population. There are many examples: mobile telephony, internet, global positioning systems and so on. Nowadays, this is the case with the TiGR system. Large-scale natural disasters such as flood that has affected the countries of the river Sava basin in 2014 is proof that small states cannot resist alone to threats. Assistance of other countries, which is reflected in the sending of specialized units, is necessary. Also, the country that was hit by a natural disaster mobilizes all available resources. Command and coordination of all the above mentioned elements is difficult because of their diversity. With the introduction of the system in use, controlling and reporting would certainly increase the efficiency in the execution of tasks with the least possible involvement of forces and means. Creating an application that could be used in natural disasters does not require a lot of money especially if it was a regional project. Moreover, this application would overcome the language barrier, because it would be enabled for use of different languages in the system. This would decrease errors in the command due to a misunderstanding too. Also, the application could be used to ''smart'' phones and it would be available to anybody who possess them and with data access permissions. The issue of security data during natural disasters is certainly not as significant as during the execution of combat operations. Without doubt, only units' commanders in the command system would have access to information. It is primarily due to licking data from the command system to avoid demoralization and creating panic among the population.
This digital system of command and control has become a very powerful tool in the hands of commanders. There are still no comprehensive, systematic assessment of the impact of these technologies on a decision making process. 35 Therefore, the question remains: Does such a tool in the future may play a role in a decision making process which until now belonged to the human beings?
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